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Sem-V Diploma Exam 2023 (Odd)
- (Common Branch) (Theory)
[Time: 3 Hours] Internet of Things (Basics) (2000505C) [Max. Marks: 70}

- All questions are compulsory. (=i w7 = 2))
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Marks arc mentioned on the right side of cach question. (FF ®fi 5% = @

Group (A) (T8 V) . -
Q.1 Choose the most suitable answer from the following options. (1*20=20)
(waifire s3gw faaen @1 g3 fed|): -

i. In loT, what does “thing" refer to? ([oT 3, "a=g" = oed 71 3?)
(a) Any physical object with an IP address (IP =@ =< St ¥%sag)  (c) Human beings (F7%)
(b) A virtual concept only (53 T 3T ¥Fawn) (d) Software eppiications (FFsw ¥ )

ii. What is the primary purpose of the ToT gateway? (loT #e& =7 swafes s R?)
(a) To storc data (c) To process data locally
(Ve 33w w23 & %) (o = 2HE §9 ¥ 514 717
(b) To connect [oT devices to the cloud (d) To act as a firewall
(lo7 gfm =1 wemee 5 932 5 %) (Geee F e 5 5 &)

il Whatis a "Node" in an 1oT system? (ToT s 3 "a" 71 8?)
(2) The central server (377 #5%) (¢) The communication protocol (%% 31&+1)
(b) A single device or sensor (T5 e SR T T=R) (d) The programming language used (5% 377 ¥¥)

v, What role does AWS 10T Core play in the AWS ccosystem?
(AWS loT Core AWS Rwfem &3 3w fre v R?)

(2) Datahase management (57 ¥au?) (c) Video streaming (%2 F%%)
(b) 10T device manugement and communication (IoT s waw= ¥ ¥97) (d) Social networking (F7# ¥a7)
v, Which cloud provider offers services like loT Hub and [oT Central?
(#3 & saz vee loT e ¥ loT &¢w 3d &G s wa 2Y)
(£) Google Cloud Pletform (b) Azure (c) AWS (¢) IBM Cloud
(7]l T WEFT) (¥%) (AWS) (3rierm %)

vi.  Why are communicztion protocols essential in 10T systems? (10T friees A @& Sictalen &1 wans )

() To control the physicel eppearance of devices

(Fugach & Wiew adfiafe a1 Bofie w3 & faw)
(b) To repulzte the speed of devices

(zwwat &7 e @ ofowfae o3 ¥ )

() To ensure iteropesability and efficient data exchange hetween devices

(FaeT ¥ @i Fuvvieden Sere da e ifue w59)
(d) To monitor device temperatuse ’

(gfa & exwm & G0 § )
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he primary role of MQTT in [oT? (10T 3 MQTT % s wfim- g7 )

vice power consumption (3fs A fasieh waa = fafrafim ) 3 ferc)

|-time communication between devices (3wl & 5w v v T ¥ o)
<

W what 18

Lerlitate 1red - oG
O :‘?,:ninc the location of devices (3= &1 A Fifa F:13 & fag) s
To ete - = —_—
f;; To control device shape (5f & SR T ALOT e OIS
. Whick of the following is a common application of Bluetooth Low Energy?
Mg (&;%{@753#miﬁﬁﬁqﬁﬁm:rﬁyﬁﬁ )
(a) Home heating Systems (S A ST ) (c) Heavy machinery contro] (st Tt )
®) Augmented reality gaming (a7 are awe 57) (d) Satellite communication (3w =)
ix. How does Python contribute to IoT APl integration? (Python IoT API wew=: 3 &3 g 3o 29)

(2) By controlling device power (56 #i T 5 ST w)

(b) By analyzing data (3T =1 aesw &)

(c) By interfacing with sensors (Fet & T% Jooom )

(d) By providing libraries and frameworks for APl development (53 577 > ok somes S vos o)

-
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X. What is the primary limitation of Wi-Fi for IoT devices? (loT 55707 5 Fx 5d-5 9 s €5 501 27)

(a) Large power consumption (sifue fasiel & @ae) (c) Low data transfer rates (== g1 3w =)
(b) Limited range (=@ =) (d) High cost (3== &)

xi.  InloT applications, what can a thermocouple be classified as?
(IoT =57 =, wieeet =1 5% Yo 30 8 o s 27)

(2) Sensor (b) Actuator (c) Transducer (d) Power supply unit
(¥=%) () (g (foreht aeff =)

xii.  What is the primary furction of 2 development board in 10T? (JoT = fizw =€ =7 wil== =rd &127?)
(a) To store data (3= =3 ¢ & %)
(b) To provide a plaiform for testing and programming loT devices
(IoT o 5 em ¥k fimfin & fag & = ve= =)
(c) To analyze (3@ =7 fasdswr =3 & =)
(d) To control device power (farw & 5% = Tu%e o & fow)

Xill.  Whick wireless network is commonly used for short-range communication between loT devices?
(IoT ssaci & a5 g8 & HOR  Reg o W o anes Sead W I e e ¥7)

(2) 4G (b) Bluetooth (c) Wi-Fi (d) ZigBec

xiv. What is the purpose of using Wi-Fi libraries in loT development?

_ (oT fosz 3 avfowrt w3 o woam a3t o wowg vt 29

(2) To control device power (& 91 vifis 31 frcfie s ¥ o)

(b) To store deta (g wnt 3 ¥ (R) "

{c -IVU “1ils'e o . . - L — sy WY -;‘l‘}
(d,. T faciltzte communication between devices over a Wi-Fi network (1d-w 2= S g ¥ A FCR FENEEAR
) Toerelyse data (20 v w3 4 S) =

(2000303C)
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Yoo What'is NodeMCU in the context of 10T? (IoT & zaxt & NodeMCU #=1%?)
(@) A sensor .
(VR dnege)
(b) A wireless network
(T =@idag doaik)

(c) A development board bascd on ESP8266
(ESP8266 w surfee o= fomra 9:F)
(d) A programming language
(= e )
X\'l. - H OWure seasors typically connected o development boards in an [oT system?
(o'l il ¥ s armmfh o R v & 2 3 93 )
(2) Through wircless communicalion on "

_ ly (c) Via satellite signals
(%Hmﬁ_w%wmm (o 7 S Twa )

(b) ‘_%’5“1% 17'_1;3"-""9“! wires und ping - (d) Through Bluctooth connection
(e T adte fo vt i )

(62 Hev= F =T /)
J}'iﬁii. What does APLstand for in the context of [0T? (10T % €2 & API a1 77 379 37)
(a) Advaieed Programming Interface

. (c) Automated Processing Interface
(?‘P—H ﬁ' g‘l‘ﬁm) (;mf%:am? c.\:n-")

(b) Applieation Programming Interface (d) Advanced Processing Interface

xvhl: 15 REST, what is a resource? (REST %, &&= #7)

(a) A physi¢al device only o (c) Any entity that can be identified and manipulated
(bt U Vi, ofir) (5 ¥ w8 5% wearn o 33w v )

(B A virtual coneept only (d) A type of API
(3454 1% T yrum)

(= = & Thard)

x1x.  Tow does REST differ from SOAP in terms of data format?

(5 787 @ dnd & REST SOAP @ f 5o 5= 29)
(2) RES T uses XML, while SOAP uscs JSON (REST XML = w55 s &, wa% SOAP JSON = 352 = 8)
(b) REST uses JSON, while SOAP uscs XML (REST JSON 51 3w swan &, #s% SOAP XML =1 3581 i )
(c) Both RIST und SOAP use XML (REST 3t SOAP 25 XML =7 3567 53 ?)

(d) Both REST und SOAP use JSON (REST % SOAP 25 JSON 1 3w = §)

XX, Wliut doex SOAP stand for in the context of [0T? (loT & & £ SOAP = 527 3% 27)
(a) Simp]e Object Aceess Protocol () System Output and Access Protocol
(UT s vadu ) _ (R ¥Teese o o)
(b) Serviee Oriented API Protocol (d) Secure Object Access Protocol
(e31 2oy whiid diirgde)

(qee sfsdee Grew RdwT)

Group (B) (v -)

Q.2 Write sume of the challenges associated with implementing 10T solutions. 4
(o'l aasiss i w41 &p) 473 @ 94 o gl @t feqa)
OR (arvren)
Deseribe the concept of IOT, Explain the function of each block of the basic 10T system. 4
(1071 &y seoaren &1 a7 @t gfurdt JOT sovedt @i welds We & amd o) e ati)
Page 3 of 5 (2000505C)

EI153B183BAB785B775DAD007504CD591

ey T I P

i £ Gt

PR S ——— -n



Q3  Explain the ZigBee communication protocol with advantages and its applications. A
(zigseemﬁéﬁﬁaaﬁmaﬁzﬁﬁﬁﬁ%mmﬁ)

OR (3reraT)
Explain the Long Rangc (LoRa) communication tcchnology, cmphasizing its advantages in terms 4

of range and power consumption i
(2 70 (LoRa) #97 tom 1 o] o, 1 91 fdwml ol Wad & £ F ¥ and = fa@)

Q.4 Discuss the various layers of IOT. Explain with ncat sketch. 4
(10T i fofirmr oadl =1 ami =) o V@I BT ST al)

OR (3mr=T)
Differentiate between 110T and 10T. 4
(11OT &% 10T & s sm s =)
Q.5 Explain the role of SOAP protocol in IOT applications and Discuss situations where SOAP 4

might be preferred over other protocols, considering factors .ike security and reliability.
(IOT s=wami £ SOAP s==a & yiEe ) ament v 37 Fue 51 577 =t v g &'} fagwsiee: 97 =10
TER e w SOAP = o= sime W meHsal & & 59 2)

OR (&Fwan)

Explore the role of WiFi libraries in IoT development, cspecially in the context of wireless 4
communication. Discuss some popular WiFi libraries.

fows & aTesrs egadl B e = 3T Y, faT ¥9 2 eTReT Fen v ¥ 50 st o9e Oty W
0 3 g s = 3 ]
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Q.6 Differentiate between SOAP and REST APIs.
(SOAP % REST APl % &= siw = =)
OR (3rmam)

Explain the role of APIs in the context of the IoT. Discuss how APIs enable communication
between different softwarc components.

(loT ¥ sl ¥ APl &t sifse =2 =1 = | & wihend 0= Sedms vt 5 68 SER 5 THE ¥i0 8)

Group (C) (v - )

Q.7 Compare ard contrast the features and services offered b

: major loT platforms like AWS, A
and GCP. Discuss the factors that organizations mj s, P S, Azure, 6

. _ ght consider when choosing a platform for
their IoT projects.
(AWS, Azure 3R GCP aﬂ\’ﬂ@ 10T <iewt 2 &t o} et sy ¥ St ) ge AR it wE w W
FEE T E B 9 W 63T W lonﬁ%ﬁq%ﬁﬁ w5 foreme a e 3)
OR (areran)
Page 4 of 5
(2000505C)

E153B1 838A878587TSDAD007504CDS91



Q.9

Q.10

Q.11

£
/

Provide a detailed explanation of the MQTT protocol, emphasizing the roles of broker

; 1 o =T ot P 3 s o
(RTeRE, T T TE # e W IR & g MQTT swie a1 faeqn e Yo 0 e o i & 5es
MQTT-starfet loT semell ¥ T wre &8 = e 1)

Provide cxamplgs of real-world applications where IoT is making a significant in field of
healthcare & agriculture.

(Sreaier gHET & STyam % Iae WeR @ 9 10T e e F% % & 3 Teeqdl ATeH < @ ¢)
OR (sr>a)

Provide an overview of NodeMCU, including its block diagram and core functions. Discuss how
T \ AR C . iy 2 .
NodeMCU facilitates loT development and its compatibility with various sensors.

(355 T 3@ 3% T = v NodeMCU =1 e 577 o o7 & fn &9 NodeMCU loT fa=m i)
o= S0 & T4 T Saged § GAaaTsa g §)

Describe the fundamentals of Bluetooth Low Encrgy (BLE) and how it differs from classic
Bluetooth. Discuss the applications of BLE in loT devices, considering factors like power
consumption and device connectivity.

(Em—eg\?xa’rﬁ?ﬁ(a:r@:é)%."-@%ﬁﬁﬁﬁhﬁﬁtﬁmﬁ%@:%ﬁﬁ?%ﬁmﬁmﬁﬁmm
& v w faew w gg Lo T wa=e & BLE & Srgeanil w avf 7))

OR (aryar)
Explorc the usc of Wi-Fi as a communication protocol in ToT. Discuss its advantages and
limitations in IoT applications.
(IoT & wam seme & 0 3 a7é-Gr§ & 3wam &1 r=wr 5 JoT SRET & gaen Tl i el & avis =)
Explain the fundamental differences between sensors and actuators in the context of loT. Provide
cxamples of cach and discuss how thcy contribute to the overall functionality of IoT systems.
(loT#ézﬁﬁ%maﬁr@vgzﬁ%ﬁqﬁmm% T & 3G TEH T S ava o & Lo T fiem & v de A
TPRA F9 Fd 8)

OR (3r4a)
Explain the significance of development boards in [oT prototyping and development. Compare
and contrast different classifications of development boards, considering factors like
functionality and compatibility.
(IoT srrzfan i S & foea ATET 3 e o TG ] AT SR ST S R W fEn s g, e
1E 5 fafur arffaoll 7 qErAT e S T ST T )

Write the short notes on (1) Python in IOT (b) IOTA tangle

(ifetm fecafi ferd - (u) sdeiidd & wad (&ft) andstrdie i)

OR (sre@n)
Write the short notes on (a) JSON (b) loT for Security and Luw Enforcement
(v foomets fexad - (1) JSON (o) gue sfic i wadd & ferg lo'T)
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